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Danger vs. Risk E R M
fak Danger VS Bk Risk

o B vs. % ik
o K5I vs. Hill i

o {15 vs. #i15

o OMIHIFE vs. kg
o TEEE IR AR vs. IS vs. EBRL AR

nm = f (1% Probability, 85 Consequence)
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All Hazards
&faH
]
I 1
Natural Hazards Anthropogenic Hazards
HAEH N5 fEE
| |

I I I I
Energy Types (B¢ E#) None Energy Types (JEgeERY) Software (#k#) Hardware ()
Meteorological Events Geological Hazards Sociological Hazards Equipment Malfunction
Climatological Events Biological Hazards Economical and Financial Material Failure
Hydrological Events Political Hazards Infrastructure Failure
Geophysical Events Cyber Hazards Utility Failure
Cosmic Events Human Factors Human-Machine Interface

| | | |

1 - — 4 Ep— |

| I

: Interaction :

> with <+
Civilization
I
Risks

Image courtesy of think4photop at FreeDigitalPhotos.net

Image courtesy of Danilo Rizzuti at FreeDigitalPhotos.net
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What isE“AEII RiJsks” E * R * M

P ZBIEER B (Objective hazard potential)

A 28 0 (17 )R B (Objectively known) .— B BUREN ) EFE (Not known)

B Ay E 8 O AR 1) JEUEE (Subjectively realized) FBIAIE M EFE (Not realized)

JE K HE 2 ) () JELB@ (Taken into account) A7 I AR (Neglect)

(Risk accepted) H B [ JE [ === 2L E I E S (Risk treatment measures) H2% JE (1) )25 (Neglect)
(Risk accepted) F B4 1] JE g 185 5 E 1 E B (Adequate measures) @-= K3t B i B 1 ELFE (Not adequate)

####!

(Risk accepted) H 4 11 2 === |IE i iz B [ EL S (Correctly implemented measures)| @ Ji B SRR LS (Wrong)

After Faber, M.H., (2006), Risk and Safety in Civil, Surveying, and Environmental Engineering, Swiss Federal Institute of Technology, ETHZ, Switzerland.

L AR (All Risks) BT Al A EHE S JEURE (Al risks with loss potential)

FTAE 8 AT RERT 2 Y JELFg (Al risks with acceptable loss potential)

- Fr 89T RERFE I E S (All risks with unacceptable loss potential)

B ERg#0F): 911, 311, DDT, #£hj =S EF K, RSEHE#ZRABFEEEN, REM. . .

Lessons learned: 911, 311, DDT, Three-Mile Island nuclear accident, Ukraine Chernobyl nuclear accident, and more...



Secondary Events and Convoluted Events

Secondary Events R4 K& Convoluted Events &3 K E
Events with cause and effect relationship Independent events with convoluted effects greater than

anyone of its own

TP B R AFL B8 S O 1 SR A T B — S
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Weather Related Hazards (Meteorological, Hydrological, Climatological)

o 4t AR GO B 1148 2k S A 36 22 304 2Kk
CEE I — 1%
Number of weather related loss events increased by
200% in the past 30 years, and the trend is still rising.

o SR AR R F A BRI B AG IR 2R Bl IR B R
RAEBOL AT H RIS

However, the total losses and insurance losses of
weather-related events are declining in the past few

years.
o At LB MR R IR R 304 et
S

Convective events (from thunderstorms, like halil,
intense precipitation, tornadoes and strong straight line
wind) increase by 300% in the past 30 years

o Al B RIESY i, R N HALR
REMIRZ .

Flood relevant events increase significantly, followed by
storms and other weather related events.

o S K5HIE EAEET .
Climatic condition appears different from that in the
past (Climate Change?)
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Issues of Natural Hazards in Taiwan

e JB S T — B2 e K B

Typhoons and floods continue to be among the greatest
threats.

S FA I 5R BRI N

Continuous increase of hazard intensities

1028 R MR A SRR BRI B AR SRR

Much reliance on public mfrastructures against natural
perils.

AR FEAR B 2R SEFE B8 S RRIR K

Low private investment on mitigation against natural
perils

AR RIBR A IRAE 5 SR bt 518
HANTE JE B AEURE 15 R 1A

Convective events, secondary hazards, and convoluted
risks are usually not considered in mitigation measures.

A Rl B e i BISR B SIS R

Solution to integrate mitigation measures and insurance
Is scarcely considered.

E

R-M
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What We Should Know about Natural Risks

R-M

o Attt G E1 AR 54 M R SRR Y BT (R 4R
SR

Increase of hazard intensities and number of events worldwide
(mainly weather-related risks)

-%%éﬁﬁmam“%$#%gﬁﬁﬁbfiﬂ,
SRTI S5 S M AR R T AR R AN I

The total losses and insurance losses in the past few years
decreased in spite of increase of hazard intensities and number of
events.

. %&%E’Jﬁﬁ%ﬁﬂ s AR S A b B S A B
ERETHS EANE

Risks of convective events, secondary and convoluted events
shall be considered.

o T LA SCEEMFHIBAN AT E

In addition to the geophysical and weather- related rlsks, risks of
cosmic and biological events shall be soon considered.

o I35 R I £E R 5 95 A Ry — RO VR B DR
Loss prevention measures prove effective to reduce losses in
floods.

o HIRHTH A HE R (AR 1k)

Contributing factors (Fast urbanization)
— Increase of population
— Concentration of property values

— Risk mitigation (regulation/technology improvement) "



INTRODUCTION OF RISK MANAGEMENT
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Risk Treatment

TREATMENT OF RISKS
JE g B

Risk Increasing

413 Share

(Risk Co-Ownership)

2 I

> By

o (Change of Risk Ownership)

= >

SO T

=3 |ARME Mitigate
8 (Alteration of Risk Characteristics)
~—

[&{% Minimize

(Reduction of Risk Consequence
and/or Probability)

E-RM

MAP OF RISK TREATMENT

L g i 5 T
TMHF
£|X
T | Mitigate
Minimize : -
Share . ..ete.
Transfer «::] Transfer
. S—
o Share
c
S E
Sl DY S B
(72—
< \
8 \
\'\9,&4
Retain \40,% Mitigate
Minimize ‘\"\5&, Minimize
Share S~ S Transfer
§ Transfer I Share
1 _
Low Medium High B
Probability

13
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Road Map of Incident Management E R M

I E—

)

A % DN 3 A

B T R e REEEREEEE RS e —~RERE R < @R —( ENEE
- B SURREAER T
------- RopEct#
Risk Management Crisis Management Execution of Business Continuity Plans
— Risk Management Plan Operation of crisis management team * Respond and assess the incident
(1ISO31000/1SO31010 + Information collection/synthesis/analysis » Declare an incident and activate the
* Principle + Crisis assessment and reporting procedure
» Framework + Crisis response and reaction  Stabilization, continuity, resumption and
* Process * Internal and external communication recovery activities
Business Continuity : : * Prioritize issues apd activities
Management Execution of Contingency Plans + Control and coordinate all procedures
(1S022300/1S022301) » Working Staff: Plan execution * Activate/establish alternate sites for
Business Impact Analysis « Mid-management: Internal resource temporary o.peratlon
Risk Assessment allocation/communication * Monitor the incident progress
« Senior Management: External * Review and adapt plans for change

Contingency Management communication/decision making * Ensure good governance

’ This is also the Road Map of All-Risk Management.

14



JEL 7 BRI 2848 (1SO31000/CNS31000) E . R M

Framework of Risk Management (ISO31000/CNS31000)
Ly JE

Framework ________________________ A 1~ PrinCiple _________________________
o JRUREEHR A A AR AERUE

ﬁ*&&ﬁ(% <:ll Risk management creates and protects value.
1

Mandate and Commitment o RS ELE BT A AHAREE 3 R R AT B ) — 4

a0

B R S ) SR AR T
_ Design of framework for managing risk
Understanding the organization and its context
o BIUREMEEEE
Establishing risk management policy
. BEREE

I Risk management is an integral part of all organizational processes.
I
|
I
I
I
I
I
I
I

. 1

Accountability |
I
I
|
I
I
I
I
I
I
I
I

|
|
|
1
|
1
o JRUBBE L PRSI — 0 !
Risk management s part of decision making. :

o R T A T s A "
Risk management explicitly addresses uncertainty. 1

o JHRREER RGN AR, S IR !
Risk managementis systematic, structured and timely. :

o JEFRE EAR SERIR A RA TR RS |
Risk management is based on the best available information. 1

o JRUBEAE HRAF AL SRR !
Risk management s tailored. :

e gi B YN SR A NS ES |
Risk management takes human and cultural factors into account. 1

o JRUREE HR A2 WY AN T I
Risk management is transparent and inclusive. :

o R UL TG, RN S L |
Risk management is dynamic, iterative and responsive to change. |

o JRUB T FR ) Bh A ANOE AT R I o AR 1
Risk management facilitates continual improvement of the organization. |

4
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I

I

I

I

I

I

I

I

I

Ve mam @gues

I Integration into organizational processes

1. BIEEH

1 Resources

1|« B NEEE R ERS]

1 Establishing internal communication and reporting mechanisms
1|« BANEEE R IERES]

1 Establishing external communication and reporting mechanisms
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

(il ouipspiapapnpdusiinpiighatitgubeplatalaapags
ﬁ ﬁ 4 9 _oowe
i Process I | ]
4= LA fbs I
FRE DGR e SRAT B [ o] emEmEmmuaa | ;
Continual improvement Implementing <::|I 6 [ AESTRBLISHTHE CONVEXT) |
. =1
for the framework risk management L e wg% =l
/\ . HUTEE R | il 2|7 (RISKIDENTIFICATION) [ & :
Implementing the framework for | i S JL K
managing risk | lmo S B2
. YT ERE R L M BRE ] ks | Be |
Implementing the risk | iz 22
management process I : o . *‘g 1
A JBRATAN | 5!
! | Z (RISK EVALUATION) 5 :
4 ; I
— g ik !
o LR %E‘E*ﬁ : ' Sl RisKTREATMENT) [ l
Monitoring and review of the framework P | T 3

—— - - e e = = e o e e e = =
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Process of All-Risk Management

¥

) S T TR R

(ESTABLISH THE CONTEXT) |°

{}

JR B

v

(RISK IDENTIFICATION) )

<>

JE g 73 Ar

v

I ER

(RISK ANALYSIS) )

~~

JE P

NI

(RISK EVALUATION) )

{}

e
(COMMUNICATION AND CONSULTATION)

Ja o i

(MONITORING AND REVIEW)

(RISK TREATMENT) )

v

AT

Alternatives

B |

Contingency |

Vig; 3
Share

Transfer
IR
Mitigate
P
Minimize
E

Retain

il

B %?JE
fts |
ﬁ‘% = 2 | Business
i ek i Continuit
~ | Management | y

Plans

v

_ .Management

E-R-M

B

o JH[fmE IR TR

o JE e BAR SR B IR REIKAIHL T -
o P N B BHAS .

o AT E e H B S N B i BhEAT

i B 7 5 A
o JERINARSEE PR S IMAE D

o WA MR, RA®EE NI,

. ﬂ E B RS MNRIEA AT LU

W

<

2 AT 5 A
Business
Impact
Analysis

BIEREAGTE
Business
Continuity

Plans |

LN B

P Rk

o 43¢ B 1B SKIEA A A S8 A s B — B 70

o J/E%%QE‘E%MFE*ETFHF HEEI’J,\D%QVV\H
B, AT R EAERNG

. /xﬁ 18 7€ A [ i) 483 B =B S8R B A A
B it R E R

16



JF A B4R R

Cause Approach and Consequence Approach E ) R ) M

Cause Approach 5 [F:f

* Risk Management

* Risk Assessment

» Look for causes of impact
* Object: Hazards

* Primarily for known risks

« Logic: what are the causes and
associated consequences?

Consequence Approach 12 5 :

Business Continuity Management
Business Impact Analysis

Look for consequence of impact
Object: Core Functions

Good for unknown risks

Logic: regardless of the causes, what
shall be protected (can be damaged)?

17
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lllustration of Effective Business Continuity Programs

- SHEREEERNET,

o BREEPEEELIE. PBRREBRHRR. BAERERRE, BRI EREIX.

o NHRE BEERAMITE B

- BHEECERSUESGTEAREERIRELT, BiRE R R HEET R TR,
o ARSRUBAIR R SO s T P T R AR R AR —TE AR

o R AL AN BT RIAR E 15 Bl gn T AT B R E BT

For sudden disruption For gradual disruption

18
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Key Components of Business Continuity Management

PDCA or PDSA

Plan

Do
Check Study

Act

e PLAN to establish

Establish business continuity policy,
objectives, controls, processes and
procedures relevant to improving
business continuity in order to deliver
results that align with the organization’s
overall policies and objectives

e DO to implement and operate

Implement and operate the business
continuity policy, controls, processes and
procedures.

e CHECK to monitor and review

Monitor and review performance against
business continuity policy and objectives,
report the results to management for
review, and determine and authorize

actions for remediation and improvement.

e ACT to maintain and improve

Maintain and improve the BCMS by
taking corrective action, based on the
results of management review and
reappraising the scope of the BCMS and
business continuity policy and objectives.

E-R-M

19



ISOE #7748 B H &b 6 E
Remarks on ISO Business Continuity Management

R-M

e For major disruptive incidents
G35 3 T B T ) A
e Focus on the impact of disruption rather
than the cause
L T B R R R R T
e To protect prioritized activities (core
functions) and reduce deviation from goal
E BT e E S (1% 0 T RE), AR B A i
e To improve resilience and manage
business disruptions
DSCRE A SE S T T R B ) R
e Management processes relating to:
B FRR A R 1 4
- Policy
— Planning
— Implementation and operation
— Performance assessment
- Management review
— Improvement

20
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( KAEIRB/MEEFIFfHm R EEKE

FEFE4)

Y RISIER AT )

TR SRR PR BEY
(HRIRR )
N RIS (R (R
R EiEfl  REVEEGE  REVRRGE  REVMATESHTEZS (B12)  BEIRAT 7% 15%
BRZE (M)
. B S EEAE R4 DE R RIE SR
] = B - e R 2R SR
HAFS - Bl | SREESHAS  CEREERES  RKERESNS 10% 10%
ik EEH B RERA SRR - BEY R 3% 1%
Ha Bl | DRIBIEA AN ERERI S HTIEY - BEFE 3% 1%
B Bl | DAL DS RA R R TR AT 3% 1%
o~
S8 RRE Bl | RREREES - 2B - AT ARSI 20% 30%
5 ST 0 : BRI E AR AR 7% 3%
IR T 0 AR RS ERER AR 0% 0%
T
SR A RERES - BE TEDRMTENE 0% 0%
K o RS R K X 30K
. 8 i : E RS E N R 7x 0X
RRERAGEER an 0 : EREAER - B 3% 0%
o
4
EHRBEA/EEREZ/EFE 4 - AAERASIE M EER O] R s SR/ -- (RFFREEMRME ) 0X
- EHBEBEERE/BA 1 - BBiS AT EMEE T RS R (RBEERE) X
BT
TR 0 : AMER-EATREAMERIBENH 30% 30%
TR
B
BEABE/ES
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Concluding Remarks

Photo Courtesy of Michael Cua
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